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HUMAN - THE WEAKEST OR THE
STRONGEST LINK? THE ROLE OF
ORGANISATIONAL CULTURE IN
ENSURING CYBER SECURITY OF

REMOTE WORK

ABSTRACT

Specialists dealing with cyber security of organisations often cite the saying that
a chain is only as strong as the weakest link in it. Experts alert that human error is the
cause of more than half of the events in which corporate data has been lost. This issue
becomes crucial in the times of widespread remote work. Since many professional
duties have been performed recently at home or ‘café’ environment, organisations
have been exposed to numerous threats, financial and image losses.

The aim of the article is to analyse these threats and to discuss the role of organi-
sational culture in creating working environment ensuring cyber security.

MATERIAL AND METHODS:

This paper is based on literature review. The starting point is the presentation of
cyber security threats related to individual forms of remote work, such as work on
company computer equipment outside the employer’s premises, work on private com-
puter equipment and work on computer equipment provided by a coworking centre.

RESsULTS:

The result of the research is the indication that in the remote work environ-
ment, activities aimed at strengthening cyber security should be undertaken
on all indicted by Edgar Schein levels of organisational culture.
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CONCLUSIONS:
Eventually, the article will indicate actions to be taken at each of these levels in
order to foster employees’ behaviour aimed at increasing cyber security.

KEYWORDS: remote work, cyber security, organisational culture, training policy

INTRODUCTION

Increasing popularity of remote work since March 2020 resulted in many
complex consequences. These have been subject to numerous in-depth anal-
yses focused on revealing the complexity of remote work determinants from
the employee’s, employer’s and society’s point of view.

One of the key challenges connected with this form of work is ensuring
security of company data. Working from home or in the ‘cafe’ environment
poses many threats which may lead to severe financial and image losses.

Since the first months of the COVID-19 outbreak, reports have been mul-
tiplying showing the negative impact of this form of performing professional
duties on the cyber security of organisations. It is commonly emphasised that
remote work was forced by the epidemic situation and implemented without
proper preparation. Many IT professionals (HP Wolf Security Report, 2021)
admit they feel pressure to ‘ensure business continuity at the expense of secu-
rity. 83% of I'T professionals surveyed by HP Wolf Security expressed the view
that remote working is a ‘ticking time bomb’ when it comes to digital threats.

Very costly measures are taken in order to defuse this bomb. Therefore, huge
investments are made in sophisticated security measures, and the salaries of
highly skilled cyber security specialists are record-breaking. However, even
the most modern sophisticated tools prove ineffective since 67% of employees
admit to using the same password to log in to different accounts, and a sig-
nificant number of the remaining employees write down new passwords on
pieces of paper stuck near their computers (Wychowanski, Vecto 2021, p.15).

Stories of this type could be multiplied. One may also describe various
everyday practices. These involve children using parents’ work computers,
leaving a laptop open for a moment on a café table — when observing these
habits or behaviour of many people one may consider these practices as
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natural. Specialists alarm: human carelessness is the most common cause of
data loss. It’s time to draw conclusions and focus on creating a cyber-secure
organisational culture as one of the company’s priorities.

FORMS OF REMOTE WORK AND SECURITY OF
COMPANY DATA

When implementing remote work, organisations need to provide those
working remotely with appropriate equipment. In practice, it is usually exe-
cuted in one of the following forms:

a)  Working on company computer outside the employer’s premises;

b)  Working on private computer;

c)  Working on computer equipment provided by a coworking centre.

Let’s try to consider each of these situations.

Re. a) From the data security point of view working on company computer
hardware seems to be an optimal solution. However, many organisations
are unable to equip each employee with a portable computer due to huge
costs. Examples of significant limitations have been reported in numerous
documents. Here is one such example: “The five audited regional branches of
KRUS (Agricultural Social Insurance Fund) as of the date of the COVID-19
outbreak had a total of only 77 portable computers for 1400 employees, of
which the Koszalin and £6dz branches had three and five laptops respectively
(for 163 and 467 employees respectively). Due to the insufficient provision of
computer equipment only 6% of employees were able to work remotely. For
more than a year of the COVID-19 outbreak, this condition did not improve’
(NIK Report 2021).

Equipment availability is usually much better in successful commercial
organisations. However, another problem must be mentioned here, that is
access to company equipment by unauthorized people, such as household
members and children in particular. The research conducted during the school
lockdown period shows that most of the respondents shared their company
laptop with a child who used it to learn remotely.
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Re. b) Working on private computer equipment involves an even higher
level of threats to information security. These devices are usually devoid
of most of the safeguards used in business computers. Accounts are often
not protected by passwords, there are no up-to-date antivirus programs, etc.
Transferring files between work and private computers is particularly danger-
ous; nearly half (46%) of remote workers admit to doing so (Kozlowski 2020).

Re. ¢) Many authors indicate (e.g. Wychowanski 2021) that working on com-
puter equipment provided by a coworking centre poses particularly significant
challenges related to the security of corporate data. A coworking centre is a place
where office space is made available to representatives of various organisations.
Users of this space may happen to leave memory sticks or passwords to company
accounts in coworking computers, fail to log out from company e-mail box.
These acts of negligence violate elementary rules of cyber security.

In addition to the signalised risks associated with remote work, there is one
more often ignored problem. As noted by Piotr Wrébel and Tomasz Stefaniuk
(2021, pp. 108-109), private smartphones and tablets are increasingly used
for work related purposes. Most of these devices are not equipped with any
security features to prevent loss of corporate data.

THREE LEVELS OF CORPORATE CULTURE

The brief overview of remote work presented in the previous section indicates
that treating the issue of securing corporate data solely as the responsibility of
specialists is a huge mistake. A holistic approach is needed, and this in practice
involves taking actions aimed at building organisational culture conducive to
cyber security. A review of definitions of the above mentioned concept exceeds
the framework of the article, thus we are going to focus on Edgar Schein’ classic
model. According to this model, there are three levels of organisational culture:
the level of assumptions, the level of norms and values, and the level of artifacts.
Assumptions reflect the deepest beliefs related to the nature of human beings
and the world around them that underlie how a company operates. They are
generally difficult to identify — as Edgar Schein emphasised, they are the invisible

Journat oF Mopern Science Tom 2/49/2022 611



MALGORZATA SIDOR-RZADKOWSKA

and unconscious level, but they exert a tremendous influence on all aspects
of an organisations operations. The second level, in turn, partially visible and
conscious, is the level of norms and values. They can be both formal (e.g., work
regulations) and informal, expressed as orders or prohibitions, only declared or
both declared and applied. The visible and executed level of organisational cul-
ture is the third level - these are artifacts manifested primarily in the behaviour
of employees. All these three levels should be internally consistent, otherwise
the company will fall into a kind of ‘cultural drift.

Building a cyber-security-friendly organisational culture should start with
areview of cultural assumptions. By no means is it an easy task. The researcher
who has been combining her academic work with consulting activities in
companies of various industries and sizes, argues that it requires at least sev-
eral workshop meetings. During these meetings, participants are expected to
identify the widespread, significant, yet hidden beliefs that affect information
security. At the beginning of such discussion, one may, for instance, ask the
participants to ‘warm up’ by filling out the form shown in the picture below.

Figure 1. Sample questions exploring cultural assumptions about information security.

Evaluate the extent to which the following beliefs are prevalent in your company by
circling the appropriate answer in each case:

It is believed in my company that information security is the sole responsibility of the IT department:
Definitely Rather Hard to Rather Definitely
no no say yes yes

It is believed in my company that information security is the responsibility of every employee:

Definitely Rather Hard to Rather Definitely

no no say yes yes

It is believed in my company that creating procedures is pointless, and they will be worked out in action:

Definitely Rather Hard to Rather Definitely

no no say yes yes

It is believed in my company that employees have the skills to operate equipment similar to the job,
training is not needed:

Definitely Rather Hard to Rather Definitely

no no say yes yes

Source: own study—based on the researcher’s literature review
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These are — one should emphasise once more — sample questions, which
may become a starting point for a discussion focused on identifying cultural
assumptions in the area of company cyber security. Norms and values are
easier to identify; as in the previous case, such an analysis should be accom-
panied by the question - to what extent do these elements serve the security
of company data? Should the answer to this question be unsatisfactory, cor-
rective action needs to be taken by introducing appropriate provisions into the
company’s rules and regulations. These may take the form of the illustration
presented below.

Figure 2. Example of remote working regulations (excerpt):

«  Allequipment entrusted to employees shall be handled with due care and kept out of
the reach of any third party.

«  Employees are entitled to obtain technical support from the employer and is obliged
to request such support when necessary.

«  Employees are not allowed to use personal electronic equipment to work remotely
without prior consent of the employer.

«  Employees shall ensure that the place of work for remote work provides )
confidentiality, security and protection of all information to which they have access in
connection with the employment agreement.

«  Employees shall comply with a separate data protection, confidentiality and business
confidentiality policy.

«  Employees shall not share equipment with any third party, including household
members. An employee shall protect the equipment from third parties, including
household members, especially children.

Source: P. Wrobel, T. Stefaniuk, Implementation of Remote Work in organisations.
People, Processes, Technologies, Security, Wydawnictwo Uniwersytetu Gdanskiego,
Gdansk 2021, p. 137.

However, it should be strongly emphasised that all provisions in the
regulations will become a valuable element of the organisational culture
provided they are not only declared but also observed. Is it really so? One
may learn more by analysing the third level of organisational culture, which
manifests itself in employee behaviour. A positive example could be, for
example, the widespread participation of employees in training on cyber
security and the application of the knowledge gained from these training
sessions into daily practice.
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BUILDING PRO-DEVELOPMENT ORGANISATIONAL
CULTURE

It is the employee who is or at least should be responsible for their own
professional development. One may argue that starting a job in a modern or-
ganisation has become in a way similar to taking up education. In view of the
dynamic transformations occurring around the world, the need for constant
improvement of one’s competences is obvious. The employee’s responsibility
for their own professional development does not exclude the responsibility of
the organisation. Employers are becoming increasingly aware of the impor-
tance of creating environment where employees’ competences are developing
faster than the changes occurring in the environment. Only then will com-
petitive advantage be achieved and maintained. Although modern companies
withdraw from designing traditionally perceived career paths calculated for
a dozen or more years, they still need to make efforts to increase the potential
of the people employed in the organisation. It is vital to align the individual
aspirations of employees to the company goals.

The above-mentioned statements have become increasingly significant in
relation to the development activities aimed at increasing knowledge and
skills concerning cyber security. In fact, it is difficult to identify another area
where funds invested in employee development will protect the company from
incurring huge financial and image costs.

A prerequisite for creating a pro-development organisational culture is first
of all breaking with the still prevailing conviction that in human life there is
a ‘time to learn’ and a ‘time to work’ According to this view, at certain age one
should devote oneself exclusively to professional activities and family duties,
leaving the acquisition of new qualifications to young people. However, this
approach is totally unacceptable these days and, in relation to the data security
issues, may prove to be extremely irresponsible. The times when people could
rely throughout their working lives on the knowledge they gained at school
or university are long gone. Contemporary employees must recognise that
throughout the entire period of their employment they will need to continu-
ously improve their knowledge, even if they only wish to keep their current
position. In view of the dynamic changes happening in the surrounding
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environment, joining a modern company becomes tantamount to starting
education. This imposes certain obligations on the organisation. Therefore,
both company’s management and, in particular, the training department need
to focus on creating pro-development company culture. All people employed
in such organisation participate in the process of continuous expansion of
knowledge. Moreover, the obligation to constantly improve one’s qualifications
is recognised as something obvious. Effective development policy must involve
all employees, regardless of their age or length of service. Thus, the content,
forms and methods of individual development activities must embrace the
specific needs and skills of each employee.

At the start of development activities one should embrace the following
statement: In the process of development ‘there is a transition from uncon-
scious incompetence (I don’t know that I can’t) through conscious incompe-
tence (I know that I can’t) and conscious competence (I know that I can) up
to unconscious competence (1 just do), i.e. to a state when a person performs
a task in a manner adequate to the situation, even though they do not fully
engage their attention to perform it’ (Kossowska , Soltysinska 2002, p. 86).

This rule is illustrated in the diagram below.

Figure 3. Competence ladder

unconscious
competence

conscious
competence

conscious
incompetence

unconscious
incompetence

Source: (Rae 2003, p.81)

Reaching the highest of these levels, i.e., the state in which an employee ef-
fectively performs their tasks without even being aware of it, is only seemingly
the most desirable situation, since ‘unconscious competence can easily turn
into unconscious incompetence again. At the same time, one must recognise

Journat oF Mopern Science Tom 2/49/2022 615



MALGORZATA SIDOR-RZADKOWSKA

the fact that in case of numerous competences, automatic performance — even
on very high level - does not indicate that one has reached the maximum of
their potential. On the contrary, in order to reach the highest level, sometimes
we need to switch oftf automatism. This is one of the vital elements of learning
to drive a car in a skid - first, we need to turn off automatic reactions in order
to learn non-intuitive but effective behaviour’(Filipowicz 2019, p. 54).

This metaphor seems to be fairly accurate — learning cyber security prin-
ciples in the remote working environment may be compared to learning to
drive a car in a skid.

TRAINING POLICY — BASIS FOR CREATING A PRO-
DEVELOPMENTAL ORGANISATIONAL CULTURE

Training policy is fundamental in the proper formation of a pro-develop-
ment organisational culture. The basic forms of developing this policy in the
area of cyber security of remote working include:

o Traditional training — the main objective here is to provide employees
with cyber security competences relevant to their jobs and to equip
them with the skills to apply the acquired knowledge in practice. Such
training can take both onsite and offsite forms. However, each of them
has its own advantages and limitations. They need to be thoroughly
analysed and adjusted to the external and internal circumstances of
a particular organisation. One should remember that each training
should include three aspects: educational, motivational and integrative
(Sidor-Rzadkowska 2020, pp.142-147).

«  Group discussions — may be a part of training programme or a separate
meeting set for several people persons, during which the participants
share their experiences related to data security threats and ways of
dealing with them. The communication here is multidirectional; the
participants take turns leading the meeting.

» Instructional videos of various kinds - the advantage here is that the
content can be used anywhere and anytime; the disadvantage is lack
of opportunity for direct interaction with other employees.
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« Video games - their advantage is an attractive form as they combine
elements of learning and entertainment. On the other hand, though,
they are usually characterised by a certain degree of triumph of form
over substance; they do not provide structured knowledge on infor-
mation security, but they definitely stimulate the acquisition of such
knowledge.

o Manuals, handbooks, newsletters, etc.—they enable one to fully present
organisation’s key developments. They may be available in paper or
electronic form - the latter allows the content to be updated quickly.
The problem, however, is getting employees to read them regularly.

Adult learning is characterised by the focus on the practical value of the
acquired knowledge. All attempts to change this attitude are both ineffective
and unjustified. The management of a company should be committed to en-
suring that all content provided within the framework of activities defined
collectively as ‘training policy’ find their tangible reflection in the workplaces.
The practical implementation of this principle requires many efforts, though.
Special mechanisms must be developed to enable all training content to be
translated into the daily performance of routine duties. The employee cannot
be left alone in this. Moreover, when developing training programmes focus
should be given to taking maximum advantage of the practical experience and
pragmatic attitude of participants and therefor create environment where at-
tention to the perception of cyber security principles becomes an internal need.

CONCLUSIONS

Ensuring the cyber security of remote working is an issue that organisations
of all industries and sizes are straggling with therefore they focus on improv-
ing their tools and operating procedures. However, one should remember
that implementing the most costly tools and procedures will not guarantee
they will be properly followed. Thus, more attention should be given to the
organisational culture as it is the glue and driving force of any company. It is
worth conducting further research into how to create a cyber secure remote
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working environment. In such an environment, each employee has both the
knowledge, skills and attitude aimed at ensuring the security of company data.
While conducting the research one should recognise that humans are a vector
for attacks not because they are a vulnerability in the system, but because
their actions are less predictable than those of the system. This represents
arisk, but at the same time is the greatest value of their work. (...) Therefore,
a human being in an IT system should be seen as requiring special support
because they are crucial to the processes, and not because of their problematic
nature’ (Surdyka 2021, p.55). It is the organisational culture that determines
whether the human being becomes the weakest or the strongest link of the
company’s cyber security.
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